VIRGINIA COMMONWEALTH UNIVERSITY
BOARD OF VISITORS
AUDIT, INTEGRITY, AND COMPLIANCE COMMITTEE CHARTER
I.

PURPOSE
The primary purpose of the Audit, Integrity, and Compliance Committee is to assist the Board
of Visitors in fulfilling its fiduciary responsibilities related to oversight of:


Soundness of the university’s system of internal controls



Integrity of the university’s financial accounting and reporting practices



Independence and performance of the internal and external audit functions



Integrity of information technology infrastructure and data governance



Effectiveness of the university’s ethics and compliance program



University’s enterprise risk management program



Legal matters

The function of the Audit, Integrity, and Compliance Committee is oversight. Audit and
Compliance Services assists the Committee by providing the day to day audit, integrity and
compliance operations of the University within the established authority under the governance
of the Committee.
II.

COMPOSITION AND INDEPENDENCE
The Audit, Integrity, and Compliance Committee will be comprised of three or more Visitors.
Each member must be free from any financial, family or other material personal relationship
that, in the opinion of the Board or Audit, Integrity, and Compliance Committee members,
would impair their independence from management and the university.

III.

MEETINGS
The Audit, Integrity, and Compliance Committee will meet at least four times annually.
Additional meetings may occur more frequently as circumstances warrant. The Committee
Chair should meet with the Executive Director of Audit and Compliance Services as necessary
and at least prior to each Committee meeting to finalize the meeting agenda and review the
issues to be discussed.

IV.

RESPONSIBILITIES
In performing its oversight responsibilities, the Audit, Integrity, and Compliance Committee
shall:
A.

General:
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1.

Adopt a formal written charter that specifies the Committee’s scope of
responsibility. The charter should be reviewed annually and updated as
necessary.

2.

Maintain minutes of meetings.

3.

Authorize investigations into any matters within the Audit, Integrity, and
Compliance Committee’s scope of responsibilities.

4.

Report Committee actions to the Board of Visitors with such recommendations as
the Committee may deem appropriate.

5.

Consistent with state law, the Committee may meet in closed session (without
members of senior management present) with the external auditors and/or the
Executive Director of Audit and Compliance Services to discuss matters that the
Committee or any of these groups believe should be discussed privately.

6.

Review and approve the Audit and Compliance Services budget and resource
plan.
Approve the Audit and Compliance Services charter. The charter should be
reviewed annually and updated as necessary.

7.

B.

C.

Internal Controls:
1.

Review and evaluate the university’s processes for assessing significant risks and
exposures.

2.

Make inquiries of management concerning the effectiveness of the university’s
system of internal controls.

3.

Review management’s written responses to significant findings and
recommendations of the auditors, including the timetable to correct the
weaknesses in the internal control system.

4.

Advise management that they are expected to provide a timely analysis of
significant financial reporting issues and practices.

External Auditors/Financial Statements:
1.

Meet with the external auditors and university management to review the scope of
the external audit for the current year. The auditors should inform the Audit,
Integrity, and Compliance Committee of any significant changes in the original
audit plan.

2.

Discuss with the external auditors their processes for identifying and responding
to key audit and internal control risks.

3.

Advise the external auditors that they are expected to provide a timely analysis of
significant financial reporting issues and practices

4.

Review the coordination of internal and external audit procedures to promote an
effective use of resources and ensure complete and efficient coverage of the
university’s risks.

5.

Meet with the external auditors at the completion of the audit and make inquiries
concerning the effectiveness of the university’s system of internal controls. A
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portion of the meeting may be conducted in Executive Session without members
of university management present.
6.

D.

Internal Auditors:
1.
2.
3.

E.

Determine whether the external auditors are satisfied with the disclosure and
content of the financial statements, including the nature and extent of any
significant changes in accounting principles.

Review and approve the annual audit and management services work plan and
any significant changes to the plan.
Require Audit and Compliance Services to perform annual reviews of the
President’s discretionary accounts and to issue a report thereon to the Committee.
Review annually the qualifications of the audit and management services staff and
the level of staffing.

4.

Assess the effectiveness of the internal audit function, including its independence
and reporting relationships and conformance with The Institute of Internal Auditors’
(IIA) Definition of Internal Auditing, Core Principles, the IIA Code of Ethics and the
International Standards for Professional Practice of Internal Auditing by inquiring
and reviewing the assessment results of the internal and external Quality
Assurance and Improvement Program.

5.

Review completed audit reports and progress reports on executing the approved
work plan and inquire of any other matters that require audit resources.

6.

Review annually the status of previously issued internal audit findings.

7.

Inquire of the Executive Director of Audit and Compliance Services regarding any
difficulties encountered in the course of his audits, including any restrictions on the
scope of work or access to required information.

8.

Review the performance of the Executive Director in consultation with the
President and approve the Executive Director’s annual salary compensation and
bonus, if any.

9.

Review and approve the appointment, replacement, reassignment, or dismissal of
the Executive Director of Audit and Compliance Services.

Data Integrity:
1.

Review the adequacy of the university's IT management methodology with regards
to internal controls, including applications, systems, and infrastructure. This
includes but is not limited to:


Physical and virtual security with regards to university servers and storage



Network security architecture and operations



Reliability and robustness of data center (servers and storage) and network
infrastructure environments



Disaster recovery and business continuity infrastructure and associated
processes and procedures.
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2.

F.

G.

H.

Review the adequacy of the university’s data management policies and
procedures to ensure data security and data integrity in institutional reporting. This
includes but is not limited to:


Authentication and authorization mechanisms in accessing university data



Data Governance structure and policies



Data security policies including data access roles and responsibilities

University Ethics and Compliance Program:
1.

Review the annual compliance planned initiatives and any significant changes to
the plan.

2.

Review the qualifications of the compliance staff and the level of staffing.

3.

Assess the effectiveness of the compliance program, including its independence
and reporting relationships.

4.

Review completed compliance reports and progress reports on the status of
compliance and integrity related initiatives including process and plans in place to
assess conflict of interest management (inclusive of institutional and individual
conflicts).

5.

Require the Integrity and Compliance Office to report on management’s processes
and procedures that provide assurance that the university’s mission, values, and
codes of conduct, and universitywide policies are properly communicated to all
employees.

6.

Review results of compliance reviews to ensure system and controls are designed
to reasonably ensure compliance with laws and regulations, university policies and
the code of conduct.

7.

Inquire of the Executive Director of Audit and Compliance Services whether there
have been any restrictions on the scope of work or access to required information
in conducting compliance and ethics reviews.

Enterprise Risk Management
1.

Provide oversight of the university’s Enterprise Risk Management program.

2.

Review the university’s risk appetite.

3.

Require periodic reporting on the overall program’s design and effectiveness,
including newly identified risks

4.

Monitor progress of Risk Mitigation Plans and review policy and resource
improvements as necessary.

Legal:
1.

Consult as necessary with University Counsel regarding legal issues concerning
the university.
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